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MANAGEMENT DASHBOARD

The Management dashboard enables a consumer to view their 
data sharing arrangements from different perspectives, allowing 
them to see: the organisations that they are sharing data from 
and to; the products they are sharing data for; the use cases 
enabled by their data sharing; and the specific details for each 
of their data sharing arrangements. 

Consumer dashboard landing page
From this view, the consumer will be able to see a list of all their 
data sharing arrangements.  By default, it may display the 
organisations that they are sharing data from and to.

Product view
From this view, the consumer will be able to see a list of the 
products that are utilising the data that they have shared e.g. a 
Budget Planner.

Use case view
From this view, the consumer will be able to see the use case(s) 
for their data e.g. tailored forecasting provided within the Budget 
Planner.

Data sharing arrangement
From this view, the consumer will be able to see a detailed 
breakdown of a specific data sharing arrangement including: the 
data clusters being shared; the account(s) data is being shared 
from; and timeframes related to the sharing arrangement.

2. Product specific 3. Use case specific 4. Data sharing arrangement1. Consumer dashboard 
landing page

See InVision prototype

Note: The screens shown in this consultation draft are examples of how the following 
rules and recommendations can be implemented.

https://invis.io/ZCTAVPHKUTE#/378018420_00-00_Prototype-Setup
https://invis.io/ZCTAVPHKUTE#/378018420_00-00_Prototype-Setup
Nathan Kinch
Value appropriation is critical. It appears to be missing from this flow. People will need the ability to see the expected value (in terms of an outcome) and the relationship between the data they've shared and the progress towards the outcome. This supports value appropriation and informed action (i.e revoke consent as the data I'm isn't delivering me the value I was promised).

Nathan Kinch
Shouldn't this be outcome or goal focused? People will share data as a result of an outcome expectation (and associated protections etc.).

Nathan Kinch
What are the 'desired actions' people can take here? Is there an onboarding pathway that enables the user to learn about the value and utility of this 'feature'?

Nathan Kinch
Question: What situational triggers and motivational forces lead to this starting point? At present, this isn't a behaviour exhibited by consumers (actively manage my data). What is the behavioural change pathway?
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  Guideline 1.1 .  Mandatory
The data recipient and the data holder must provide an online service for the 
consumer to manage and revoke the consent of CDR data. This is known as the 
consumer dashboard.  

CDR Rules 1.13(1) and (2), 1.14(1) and (2)

  Guideline 1.2 .   Mandatory

The data recipient must make their CDR policy readily available on their website 
or mobile app. This may be included at this point with the data recipient’s own 
privacy policy.

CDR Rules 7.2(4), 7.2(5)

  Guideline 1.3 .   Recommended

As sharing instances initiated by other account holders may be unfamiliar, data 
holders should show 'initiated by [other account holder name]' as part of sharing 
instance in dashboard to indicate to user if they did or did not initiate the sharing 
instance.

Ref TBC
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1. Consumer dashboard landing page

Management 
dashboard

Management dashboard | Consumer 
dashboard landing page
Guidelines
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Note: The image on the right illustrates a 
data recipient consumer dashboard.

A data holder consumer dashboard would 
not show product specific information as 
purpose information is absent. Purpose is 
assumed to include purpose specification 
(why we need it), product/service and 
use case.

Nathan Kinch
How do multi-party consent based datas sharing relationships work? What are the management and revocation actions/rules?

Nathan Kinch
What is a CDR Policy? Does the ACCC provide specific guidance regarding what this policy must contain? How is this surfaced to consumers? Is it prioritised in their information architecture, or hidden away like most agreements and legal documents...?

Nathan Kinch
How many dashboards will I have as a consumer? I interact with numerous brands on an ongoing basis, and frequently establish new relationships. Many estimates propose 'average' online users have 200+ online accounts... Feels like this will become very complicated quickly. This challenge was also highlighted clearly in our consumer research.

Nathan Kinch
Do you mean privacy notice or privacy policy? The distinction should be made.
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  Guideline 1.4 .   Recommended

Dashboards should also be located in a consistently accessible location. The 
data recipient and data holder should also use consistent language for 
dashboards wherever possible but may use language that is specific to the 
platform if required. 

Ref TBC

  Guideline 1.5 .   Recommended

The consumer dashboard should allow consumers to view their information in 
various ways, including the ability to search for specific data sharing 
arrangements.

Nielsen and Molich's 10 User Interface Design Heuristics: Flexibility and 
efficiency of use
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Management dashboard | Consumer 
dashboard landing page (continued)

Guidelines

1. Consumer dashboard landing page

Management 
dashboard
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Note: The image on the right illustrates a 
data recipient consumer dashboard.

A data holder consumer dashboard would 
not show product specific information as 
purpose information is absent. Purpose is 
assumed to include purpose specification 
(why we need it), product/service and 
use case.
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  Guideline 2.1 / 3.1 .   Recommended

Back buttons should be present and visible wherever possible throughout the 
consent flow to ensure user control and freedom. 

Nielsen and Molich's 10 User Interface Design Heuristics: User control and 
freedom
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2. Product specific |  3. Use case specific

Management 
dashboard

Management dashboard | Product specific 
and Use case specific

Guidelines

Note: The image above illustrates a data recipient consumer dashboard.
A data holder consumer dashboard would not show product or use case specific 
information as purpose information is absent. Purpose is assumed to include purpose 
specification (why we need it), product/service and use case.

CX Consultation Draft | CDR Consent management and revocation 
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  Guideline 4.1 .  Mandatory
The consumer dashboard must show the following in regards to consent:

● The CDR data the consumer has consented to be collected and what 
the data will be used for;

● When the consumer gave consent;
● Whether consent was given for a single instance or over a period 
● of time;
● If consent was given to collect and use CDR data over a period of 

time, the data recipient must show what that period is and how often 
data is expected to be collected over that period. 

● When consent is scheduled to expire or has expired

CDR Rules 1.13(3)(a)(i)-(vi), 1.13(3)(b)

  Guideline 4.2 .  Mandatory
When the consumer has given consent for their data to be collected, the 
consumer dashboard must be updated to indicate what CDR data was 
collected, when this data was collected and the name of the data holder. 

CDR Rules 1.13(3)(vii), 7.4

  Guideline 4.3 .  Mandatory
Updates to the consumer dashboard must be done as soon as practicable. 
This includes when the consumer has consented to data collection and use, 
and when consent has expired. 

CDR Rules 4.13, 4.19
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4. Data sharing arrangement

Management 
dashboard

Management dashboard | Data sharing 
arrangement
Data recipient consent management

Guidelines
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Note: The image above illustrates a data recipient consumer dashboard. Information 
shown on data de-identification is an example of an additional use that would require 
consent during the Consent Flow. 

Nathan Kinch
Is there any further guidance on the specifics here? This is super vague.

Nathan Kinch
How is data being de-identified? Are organisations required to adhere to a specific standard, have a robut and evidenced risk of re-identification framework etc.? How about the power imbalance implications called out by Dr Chris Culnane?
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  Guideline 4.4 .  Mandatory
The consumer dashboard must show the following in regards to authorisation:

● The CDR data the consumer has authorised to share with the data 
recipient;

● When the consumer gave authorisation;
● The name of the data recipient who made the consumer data request;
● The period for which authorisation was given, whether it be a single 

instance or over a period of time;
● When authorisation is scheduled to expire or has expired

CDR Rules 1.14(3)(i)-(vi)

  Guideline 4.5 .  Mandatory
When the consumer has given authorisation for their data to be disclosed, the 
consumer dashboard must be updated to indicate what CDR data was disclosed, 
when this data was disclosed and the name of the data recipient. 

CDR Rules 1.14(3)(vii), 7.6

  Guideline 4.6 .  Mandatory
Updates to the consumer dashboard must be done as soon as practicable. This 
includes when the consumer has authorised for CDR data to be disclosed, and 
when authorisation has expired. 

CDR Rule 4.26
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Management dashboard | Data sharing 
arrangement
Data holder authorisation management

Guidelines

Note: The above outlines what BudgetGuide would show their data holder consumer 
dashboard for the same product. This is what a data holder dashboard would show 
without purpose information present. Purpose is assumed to include purpose 
specification (why we need it), product/service and use case.

4. Data sharing arrangement

Management 
dashboard
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Nathan Kinch
What is being done to push for purpose inclusion? After all, it's a huge burden (re-direct, consume additional info, come back etc.) for a consumer to make an informed revocation action via this implementation model.

Nathan Kinch
Are people actually expected to read this? Existing bodies of evidence globally showcase people do not engage with such content (for a variety of 'rationale' reasons). Given this behavioural reality (current state), what's the plan to support people in developing an understanding that enables them to act?
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  Guideline 4.7 .  Mandatory
If authorisation was disclosed to share data from a joint account, the data recipient 
must provide a consumer dashboard to the other joint account holder. 

CDR Rule 3.4(b)

  Guideline 4.8 .  Mandatory
The data holder must include a functionality that permits the joint account holders 
to revoke authorisations, whether given by themselves or by the other joint 
account holder. 

CDR Rules 3.2(1)(a)(iii) and (2)(b)(i)

  Guideline 4.9 .   Recommended

All account holders, regardless of whether or not they initiated sharing, should 
receive the same level of detail on their dashboard.

Ref TBC
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Management dashboard | Data sharing 
arrangement
Data holder authorisation management (continued)

Guidelines

Note: The above outlines what BudgetGuide would show as a data holder for the 
same product. This is what a data holder dashboard would show without purpose 
information present. Purpose is assumed to include purpose specification (why we 
need it), product/service and use case.

4. Data sharing arrangement

Management 
dashboard
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Nathan Kinch
what are the actual rules here? Is this multi-party? Does the second party receive a notification and a time frame to respond to the notification?



Revocation: 
Consumer journey
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REVOCATION: CONSUMER JOURNEY OVERVIEW

The Revocation journey for a consumer contains several 
steps, including: identifying a data sharing arrangement they 
wish to revoke; reviewing the implications; confirming 
revocation; and receiving a final notification of success.

Data sharing arrangement 
Accessed via the Management dashboard, from this view, the 
consumer will be able to see the specific details of a data 
sharing arrangement and take action to stop sharing their 
data.

Revocation information
From this view, the consumer will be able to review and 
assess the implications of revoking a data sharing 
arrangement, including how it may impact their service and 
how their data will be managed. 

Confirmation
From this view, the consumer will be able to review a 
summary of the data sharing arrangement to be revoked and 
will have an opportunity to confirm or cancel.

Revocation success
From this view, the consumer will be able to view a summary 
of the data sharing arrangement that they have successfully 
cancelled.

5.  Revocation information 6. Confirmation 7.. Revocation success4. Data sharing arrangement

See InVision prototype

Note: The screens shown in this consultation draft are examples of how the following rules and recommendations can 
be implemented.

https://invis.io/ZCTAVPHKUTE#/378018420_00-00_Prototype-Setup
https://invis.io/ZCTAVPHKUTE#/378018420_00-00_Prototype-Setup
Nathan Kinch
Without purpose, how can organisations maximise the likelihood revocation actions are informed?

Nathan Kinch
How is consequence being defined and clarified? Is this standardised rather than contextual?
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  Guideline 4.10 .  Mandatory
The data recipient and the data holder must allow the consumer to withdraw 
consent/authorisation at any time using the consumer dashboard. 

CDR Rules 1.13(3)(c), 1.14(3)(c), 4.11(1)(b), 4.17(b), 4.24(1)(b)

  Guideline 4.11 .  Mandatory
The withdrawal functionality must be clearly visibly displayed. 

CDR Rules 1.13(4)(c), 1.14(4)(c)

  Guideline 4.12 .  Mandatory
The data holder must allow all joint account holders to withdraw from consent.

CDR Rule 3.7(1)

  Guidelines 4.13 .   Recommended
The data recipient should use the phrase 'Stop Sharing' to refer to how a 
consumer can withdraw or revoke authorisation.

CX Research 1
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Revocation | Data sharing arrangement
Data sharing withdrawal functionality

Guidelines

4. Data sharing arrangement

Revocation
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Note: The image above illustrates a data recipient consumer dashboard. Information 
shown on data de-identification is an example of an additional use that would require 
consent during the Consent Flow. 

Nathan Kinch
Is there any guidance on how to approach this?
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  Guideline 5.1 .  Mandatory
Withdrawal of consent and authorisation must be simple and straightforward 
to use. It must not be more complicated than the process of consent and the 
ability to withdraw from data sharing must be clearly visibly displayed. 

CDR Rules 1.13(4), 1.14(4)

  Guideline 5.2 .   Recommended
The data recipient should use the phrase 'Stop Sharing' to refer to how a 
consumer can withdraw or revoke authorisation.

CX Research 1

  Guideline 5.3 .   Recommended
The data recipient should state the future consequences of revocation. For 
example: The data recipient will no longer be able to provide this service 
and/or a tailored plan.

CX Research 2

Revocation | Revocation information

Guidelines
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5. Revocation information

Revocation
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Nathan Kinch
Is this a meaningful explanation? Will more work be done to better understand the level of detail required to help consumers understand the consequence this action may have on their lives?
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  Guideline 6.1 .   Recommended
The data recipient and holder should confirm user decision to stop sharing 
as a measure to mitigate user error.

Nielsen and Molich's 10 User Interface Design Heuristics: Error prevention

Revocation | Confirmation

Guidelines
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6. Confirmation

Revocation
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  Guideline 7.1 .   Recommended
The data recipient or holder presents a 'confirmation' screen that includes a 
summary of what just occurred and send the consumer a Consent Receipt 
(e.g. via email).

Ref TBC

Revocation | Revocation success

Guidelines
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7. Revocation success

Revocation
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Nathan Kinch
What's the consent receipt format?
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CX Research references
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Ref # Research findings Source

1
Revocation language
Participants were not always clear what revoke meant. Plain language phrase such as 'stop sharing' is 
recommended to replace this.

Phase 2, Stream 3 Research report, 
page 30

2
Consent revocation
Add revocation information and clearly explain the consequences of what happens to their data when they stop 
sharing. Many participants in research were not able to confidently articulate the consequences of revocation 
when this information was not present.

Phase 2, Stream 3 Research report, 
page 41

Nathan Kinch
We've noticed there's nothing about metrics or the process through which organisations can test, benchmark and improve upon the outcome focused metrics... Is there going to be a separate piece of work to bring these metrics to life for the use of the ecosystem?

Nathan Kinch
From memory their were a bunch of research findings that should have been included in this...? You've referenced stream 3, but nothing from Stream 2 (the actual focus of stream 2 was management and revocation). This is a little concerning... Happy to chat about this to ensure you managed to dive into the design outputs, annotation and recommendations within the sketch file, and cross reference this with the behavioural design insights we surfaced (that are supported by other bodies of evidence globally).



www.consumerdatastandards.org.au

Consumer Data Standards | Consumer Experience Workstream

t +61 2 9490 5722
e cdr-data61@csiro.au
w consumerdatastandards.org.au


