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What did we want to find out?

How might we
provide intuitive,
Informed, and
trustworthy
amending consenty
experiences?




Amend use

Adding or removing a
use from an existing
consent.

Amending consent?

Amend datasets Amend accounts

Adding or removing

Adding or removing
datasets from an accounts from an
existing consent existing consent.




What did we test?

Do preselected
components negatively
iImpact recall ability and
choice?

Do visually distinguished
components signify new
vs existing consent terms?

an components/steps be
summarised or omitted
without impacting trust
and consent quality?

Comprehension
and recall test

I've shared data from {_Dd_] with C AD® ] so that
| can [ berefit/oroduct purpoze |

I've chosen to share the following types of data
data csters or permissions |

The sharing period for my data is [_42 mgaths 1. product]?
I might want to stop sharing my data because of
risks of concerns | Salect number

"I‘.r'va'r.‘:;o;;d;-.iwa‘;*hrj ;
After i sicpssring my data, my data will be

[ derted or de-dentiiiih,]
T S

=)

(_.
Who is your [DH] Your CDR data
Q, search Please choose the data you'a iike to share.

We'll only use your data to [purp.se]. The
® W1 more you share, the more accuratt %@ : can

Using the image as a
reference, where would
you place [the ADR's

L
track your spending.
DH 2
Data Cluster 1 @
DH 3 Show more
DH 4
Data Cluster 2 @
Dl Show more
DH 6
Data Cluster 3 (new) Q
Show mor
DH 7

Durat on

"May 2020 - 30 April 2021

Data Management
We will delete your data when we no
longer need it. Learn more

You can go to Settings>CDR at any time
to review or stop sharing your data.

You can also stop sharing by writing to
CDR@ADR.com.au

( Cancel ) ( Next

Propensity to
share test

Trust

Benefit

You've requested to share your data with
Budget Guide. Enter your Customer ID to
continue.

Customer ID

Forgot your Customer ID? Go to the DHBank.com/Me to
retrieve it

Cancel Continue

We will not share your Customer 1D with Budget Guide.

CDR uses One Time Passwords to share data. We will never
ask you to provide your real password to share CDR data.

< M ®

Please enter the One Time Password sent to
your mobile sses s« 190

This code will expire in 09:54.

One Time Password

Didn’t get the code? Go to DHBank.com/Me to update yous
contact details

Cancs’ Continue

We will not share your Customer ID with Budget Guide.

CDR uses One Time Passwords to share data. We will never
ask you to provide your real password to share CDR data.

< h ®

Trust test

How much trust do you place in the process
you've just been through?

1.8 sraby 2t e 2.J i fy :
[ q.','\.‘,'l"‘.' urlrustful, 2-Undrustiud, 3

Neufral, «
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rustiun
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untrustiul

Consumer Budget Guide
o Data Right
@ DaRight  accred )
Consumer Budget Guide
Data Right Accredit
[ADRY] is requesting your data.
Pleaiggselect the accounts you ygld like to Please confirm that you agree to share the
~har N f " )
share dgig from. following with [ADR]
Accounts
Accounts
Account A []
072-00¢ sese 60 Account A D
07 2-¢0¢ seee 60
Account B lJ

072-+++ <4800
Data reguested

Data Cluster
Cancel Continue

Data Cluster 2

Duration

1 M¥2020 - 30 April 2021

Data management

You can go to Settings>CDR at any time
to review or stop sharing your data.

You can also stop sharing by writing to
CDR@DH.com.au

Do you allow us to share your data
with [ADR]?

Cancel Confirm



What did we test?

We used a modular
approach to simplify
consent amendment.

Amend datasets

This tailors the flow
based on the
outcome(s) being
sought.

Amend use

Amend accounts




- N
Amend duration @
. J
Amend datasets (@)
Amend uses (@)
. N
Amend accounts (@)
Continue sharing? Your CDR data
Amend duration value propasition Please choase the data you'd like to share.

We'll oy use your data to [purpose], The
more you share, the more accurately we can
track your spending.

The concept

& dhcomau

& dhcomau

Data Cluster 1 o
Show mare

Data Cluster 2 [ @]
Show mare

Duration (new)

1 May 2020 - 30 Agnl 2021

Data Management
We will delete your data when we no
longer need it, Learn more

You can go to Settings>CDR at any time
10 reviews or stop sharing your data.

You can also stop sharing by writing to
COREADR.COM.3u

Coma ) e D

o’

You've requasted to share your dats with
Budget Guide. Enter your Customer 1D to
continue.

Customer ID

Porget your Centomar ID7 Go o e DHSank comiMe o
e

o | [

Ve wil ret shavn your Customes 1D Wit Budont Gukde,

CON ses Orw Tirme Py 10 ahare these W vl
Bk PO N (ROWOS your 1ol passaend 13 share COR dima.
< ] ® J

Who is your [DH]

Please enter the Cne Time Password sent to
your mobile sses see 180

This code will expire In 09:54,
One Time Password

Dha't get ha code? Go to DHBank comiMe 10 updale pour
caTtect detads

e

We wil nct ahws your Custames 1D with Badget Guda.

COR uses One Time Passwerts 10 shane dala. WA wil neer
a5y 38 yOur shave COR data.

& dnbank.com.au A O

< > (] ® J

Connecting with your [DH]

Success!

Redrecting you back to Budget Guide...

Amend duration

Continue

a
o

[ADR]
Accounts
At nt A
Data request ed
Data Clusts
Data Cluster 2
Duration
Data management

Do you allow us to share your dats

with [ADR]?




Amend duration
Amend datasets
Amend uses

Amend accounts

Share more data?

Amend datases value proposition

o

Sure!

9 06 6

—
Your CDR data

Please choose the data you'd like to share.
We'll only use your data to [purpase). The

more you share, the more accurately we can
track your spending,

Data Cluster 1 ' @)

Data Cluster 2 o

Data Cluster 3 (new) ® |

Duration

1 May 2020 - 30 April 2021

Data Management

We will delete your data when we no
longer need it

You can go to Settngs>COR at a

Lo review or stop sharing your data.

You can also stop sharing by writing to
COR@ADR.com.au

The concept

You've requasted to share your dala with
Budget Guide. Enter your Customear 1D to
continue

Customer 1D

r
T

t your Cenlomer ID7 Go o e DHEank cormrMe

v it

Cancel Continue

W il ree sharn your Customes 1D Wi Budont Gukde,

CON uses Ora Terwe Micasonds 10 ahere tete We ail sever
Bk pOU ) (ROVOG your el passwead 13 share COR dina

Please enter the One Time Password sent 1o
s 190

your mobie »

This code will axpare n 09:54

One Time Password

DednY get the code™ Go to DHRAk comiMg 1o vpdabs your
cortowct detais

Cancel Continue

W well not share your Custormes 10 wih Sudoet Cude

COR uses One Thr Puswonds 1o $hane oot W sl o
2eh. pou 10 prawice your e passated 1o share COR doma

¢ @

Success!

Redrecting you back to Budget Gude...

Amend datasets




{ \
Amend duration @)
\ J
s \
Amend datasets @)
\ J
Amend uses @
\ v
' \
Amend accounts @)
\ 7
Your CDR data

Add new use?

Amend use value proposition

Please choose the data you'd like to share.

We'll only use your data to [purpose), The
more you share, the more accurately we can

track your spending.

Data Cluster 1

Show more

Data Cluster 2

Show more

Additional use (niew) @]
Purpose statement

Duration
1 May 2020 - 30 Aprd 2021

Data Management
We will delete your data when we no
longer need It, Learn more

You can go to Settings>CDR at any time
10 review or stop sharing your data.

You can also stop sharing by writing to
CORBADR.cOM.au

[ Cancel /'I { Next

. -

The concept

Success!

Amend use




Amend duration

Amend datasets

Amend uses

Amend accounts

Add accounts?

Amend accounts value proposition

8 0 @ @

—

Who is your [DH]

Q, search
® pH

O pH2

() oH7

Cancel

Next

he concept

©

You've requasted to share your dala with
Budget Guide, Enter your Customar ID to
continue

Customer |10

Porget your Ceatomer 107 Go o e DHESank comMe
v £

W il et shavn your Custormes 1D Wi Budont Gukde,

CON umes Orw Tirw Picsscnds 1o shere tese We sl sever
Bk pOuU 0 rOWOR your 1esd passwond 1 share COR dama

< th @

D

Please enter the One Time Password sent to
your mobike ssee se 190

This code will expre in 09:54

One Time Password

DIn get the code ™ Go 10 DHBank comiVa to updaks your

W vl not sbare your Custorme s 10 wis Budoet Cuse

COR uses G Tine Parkcwonts 10 shire daia. Wo sl rove
Dok pOU 0 pROwice yOuUr Mo passATAd 10 shave COR dota

*

< M @

®

Budget Gude

ROOMN0 DA MEOPRe F S8 T80%

[ADR] & raqueasting your data

Please select the accounts you wauld like to
share data from.

Accounts Sedact &

Account A
Q72044 s00eii)

Account B L]
Q72004 0ol

Data management

You can go 1o Settngs>COR at any time
fo review or stop sharing your data.

You can also stop sharing by wriling 1o
CORZDH com.au

Dona

Amend accounts

& dnbank.com.al s O

~E

Success!

Redrecting you back to Budget Gude...

,
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Amend duration

Amend datasets

Amend uses

Amend accounts

Continue sharing?

Amend duration value propasition

8 9 06 6

-
Your CDR data

Please choose the data you'd like to share,

We'll onty use your data to [purpose], The
more you share, the more accurately we can
track your spending.

Data Cluster 1 [ @)
Data Cluster 2 [ @)
Data Cluster 3 (new) (@)

Duration (new)
1 May 2020 - 30 April 2021

Data Management

We will delete your data when we no
longer need It, Learn more

You can go to Seatings>CDR at arny tirme
10 review or stop sharing your data

You can also stap sharing by writing to
CDREADR.com.au

Cancel Next

The concept

You've requested to share your dala with
Budget Guide. Enter your Customer 1D to
continue

Customer |D

Forget your Caatomer 107 Go e DHEank comrMe
e

Cancel Continue

Wi will ot sharn your Customes 1D Wi Budoet Gukde,

COR umes Orw Tirw Picsaconds 1o shere tese We wil sever
Bk pou 0 rOWOR your 1ol passwond 12 share COR dema

Please enter the One Time Password sent to
your mobile sess see 180

This code will expire in 09:54

One Time Password

DNt gee e code? G to DHBewix comMe 10 Updale pour
crTtat cetads

Cancsl Continue

We wil not atwre your Custame: 1D with Badge! Cude

COR uses Ont Time Passwarts 10 shane ata. VWA wil nra
D5 yOu 10 prowice your real peesaond (o shave COR datay

) Cossumner  Dudget Guide
DRaRPA pminn Do eopee d: ST

[ADR] = raquasting your data

Please select the accounts you wauld ke to
share data from.

Accounts Sedact &

Account A
072000 snsiil)

Account B ]
072004 s0esll0)

Data management
You can go 10 Settngs>CDOR at any time
fo review or stop sharing your data

You can also stop sharing by wriling 1o
CORZDH com.au

§ dhbank.com.al AR

Success!

Redirecting you back to Budget Gude...

0

Amend datasets

10



Who did we ask?

48 people across Australia

Mix of individual, sole trader,
small business

Mixed levels of literacy:
language, financial, digital

Mixed levels of privacy
awareness
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Key push/pull themes

Generalisable themes remained
relevant for amending consent
experiences:

1.

CDR is better than existing practices,

but I’'m still cautious about data
sharing

| need value propositions to be clear
and relevant to be willing and
comfortable to share my data

Government regulation is trust-
building, but I'm still concerned my
data could be mishandled

Transparency builds my trust in the
parties and the ecosystem

The presence of known and
authoritative parties fosters trust and
legitimises the process
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CDR process

6 I'm fine with the way things are (apathetic to change)

« Societal acceptance of current data sharing
methods [R1,R3,R4,R5]

* No benefit/value from ADR's product
R1,R2,R3,R4,R5,R6]

« General hesitance to share personal data
R3,R4,R5,R6]

6 I'm averse to CDR proposition(s)

Low confidence in the Government's ability
to enforce or handle data [R1,R2,R3,R6]

« Effort and uncertainty when withdrawing
consent [R9]

» Fear of on-selling and unsolicited
interactions [R2,R3,R4,R5]

» Access, use and mediation of data by
unknown entities [R4,R5]

« CDRis "new" and "unknown" [R3,R4,R5]

« (General concerns about ADR's data

handling policies and practices
[R2,R3,R4,R5]

v

Factors that decrease propensity to share Factors that increase propensity to share

I'm dissatisfied with current solutions

* General understanding of current data

sharing methods [R2,R4]

* |Involvement of authoritative and

recognisable parties [R2,R3,R4,R5,R6]

* Transparency of ADR accreditation fosters

6 I'm drawn to CDR proposition(s)

trust [R2,R3,R6]

« Clear benefit/value from ADR's product

[R1,R2,R3,R4,R5,R6]

 CDR creates simple, easy and informed

consent when data sharing
[R2,R3,R4,R5,R6]

 CDR facilitates an increase in data literacy

[R2,R3,R4,R5]

« Greater control and management of data

[R2,R3,R4,R5]

 Requested data is minimised and specific

as to purpose [R2,R3,R4,R5]

* Trustin ADR and CDR process is built over

time [R4,R5]

« Familiarity with parties involved

[R2,R3,R4,R5,R6]

Based on aggregated insights from 14 months of research with 96 participants

12



Trust.

5 1
Very trustful ¢

Trustworthiness o
Increases with Tl 7 4.
Increased |

familiarity. Noural ]

3.9

2.9

Unknown
parties

decrease
trustworthiness.

Very untrustful |

Trust

Interactions{ - ‘



Comprehension

The ability to accurately recall
original consent terms is high
(over 78% on average)

This increased by 16% to 94%
accuracy after completing
amending consent flows

4%

accuracy




Time-limited, opt-in

- “That’s good for me as a consumer because |
N eed I n g to would have forgot that | have consented to
Eopt_ i n ) to conse nt give my data to an app.” [R5P8]
amendments Is

positive and
tru St- b u I Id I n g _ and you are reminded of how to stop sharing

at regular points” [R5P2]

“I like that it does not automatically renew




Pre-selection

I

Your CDR data

‘Pre-selecting’
components does not
reduce consent quality.

Participants understood
pre-selection to signify
datasets, uses, and
accounts that they had
previously agreed to
share.




Authenticate/Authorise

Conflating
uthentication
with authorisation
did not negatively
Impact trust or
comprehension.

& dh.com.au

&

You've requested to share your data with
Budget Guide. Enter your Customer ID to
continue.

Customer ID

Forgot your Customer ID? Go to the DHBank.com/Me to
retrieve it

Cancel Continue

We will not share your Customer 1D with Budget Guide.

CDR uses One Time Passwords to share data. We will never

ask you to provide your real password to share CDR data.

< M ®

& dh.com.au

&

Please enter the One Time Password sent to
your mobile sses e« 190

This code will expire in 09:54.

One Time Password

Didn't get the code? Go to DHBank.com/Me to update your
contact details

Cancel Continue

We will not share your Customer ID with Budget Guide.

CDR uses One Time Passwords to share data. We will never
ask you to provide your real password to share CDR data.

< ( ©

& dh.com.au

& dh.com.au

&

Budget Guide
Accredited Data Recipient: 00341526

Accounts

Account A
Q7 2-000 seee5(

Account B

&

/(.5"-\\)) Consumer  Budget Guide
\‘.'o DatanRi Accredited Data Recipient: 00341526

Please confirm that you agree to share the
following with [ADR]

Accounts

Account A
Q7 2-00¢ #esee50

0
N

Data rec, ‘ested

Data Cluster '

Data Cluster 2 k

R

Duration

W

1 M=y 2020 - 30 April 2021

-/

| Data management

You can go to Settings>CDR at any time
to review or stop sharing your data.

You can also stop sharing by writing to
CDR@DH.com.au

Do you allow us to share your data
with [ADR]?




Conclusion

How might we provide intuitive, informed, and
trustworthy amending consent experiences?

We are confident in these designs, though suggest ‘use-only’
consents be further defined.

Do preselected components impact
engagement and recall ability?

Do visually distinguished components signify
new vs existing consent terms?

Comprehension, consent quality, and recall remain very high, with
the added benefit of signifying new vs existing consent terms.

Can components/steps be summarised or
omitted without impacting trust and consent
quality?

Yes, trust and consent quality remain high when flows are
simplified in line with these designs. Use-only consents are the
exception and should be explored further.

These are preliminary proposals that
need to be reviewed for technical and
policy impacts.

A Miro board outlining these concepts
and our thinking is publicly available -
informal comments can be provided.

We intend to workshop and consult on
these as future possibilities for consent
simplification.

A report will be published in the coming
weeks on the amending account
research, which considered a number
of other issues and possibilities.
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